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Digital Uses in
Emergency
Communications

Scott Currie — NS7C



m Text Based information/data
m Informal Message Tratfic (think SMS)
m Formal Tratfic (think N'TS)
®m Forms Based Traffic
m Health and Welfare
m Sit-Reps
m E-Mail
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The American Radio Relay League

RADIOGRAM
Via Amateur Radio

Precedence HX

RouTine (E.

Station of Crigan

WIFN

NE

Place of Origin

LEBANoN, NH

Time Filied Date

1430 L 3

To:
Red Cross HQ
| 22 PLEASANT ST

RoTeamd, VT

oSseo

Telephone vumber: 802 *555-123Y

Davis  ScHoou

City, State, Zip

This Radic Message was received at:

Amateur Station

Date

Name

Street Address

SHELTER  FLL. X SEMD

25 o 0 _AMD 020 EVAL @ _Kits
ADUISE  OmELwvERY TIME.

—_—

ToAl SMITH SHMELTERMANAGER

From Date
REC'D

Time

SENT

To

Date Time

A sicensed Amateur Radio Operator, whowe adacress ia
abown above, handled this messsge {ree of charge. As
such mespages are handled solely for the pleasure of
cperating, a "Han" Operator can ACCepl o
corpensation. A return message may be filed with tha
"Han* delivering this pessage tc you, Yusther
inforTation an Asmateur Radio =ay he obtaimed from ARRL
Weadquarters, 225, Main Street, Newisgton, CT 06111,

The American Radio Relay League, IOC. L8 Che Nationa.
Mecbezship Socliety of licemmed radic smateuzw and the
publisher of (ST Magasine. Cne of its functlong i3
promotion of public service communication among
Amateur Operators, To that end, The League has
organized the Natlonal Traffic System for daily

nat ioowide massage handling.
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PErisressgermaker T

File Edit

ARL Msg I Save | Clear Msgl Cancel |

— Preamble — Destination Address
Msa No: 201 Name: Red Cross HQ
Precedence: IH_ (R.w,P.E) Call Sign:
HandingInstr ~ |E = Address:  [123 Pleasant St
Station of Origin:  ['W1FN City: |HUTLAND
ARL Message: | State/Prov: [VT  Zip/Postal W
Cheek: 1 PhoneNo: [802  [555 [1234
Place of Origin:  |LEBANON, NH
Time of Origin: 14:30
Date of Origin: |Mar 3

—Message

DAVIS SCHOOL SHELTER FULL SEND :_'
25 COTS AND EVAC KITS
ADVISE DELIVERY TIME

— Signature
IJoan Smith Shelter Manager

| Message looks good!
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% New Packet Message

send|  save|  Delete|]  Close] Urg | Pwt| Bul |NTS

Private Message

Bbs: |WL2KS
From: |[NS7C
To E
Subject: | Shelter 12 Hour Report
-(Ctrl Tab to move to fields) ;[

Report #:
Facility:
FEMA NSS#:
Telephone:
Address:
City: =
State: RI

Shelter Manager:
Shift Supervisor 1lst: = —|
w
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® Binary Data

® Images/Video
m Application data—FExcel/Word/PDF

m APRS/DPRS
= SAR
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908-1229 fosearch.com
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€ Applications Actions a' Sun 29 May, 12:02 PM [] o @ =
J : ¥ lﬂl“ =) =|[x]
File Uisw He Soation Meszace  Interface  Help | o Trackde I 4 ml 4 melﬂ ﬂ_l-l'-ll CI H Vl :ﬂ

M . i :
Frateur FFRS Station FR3SI-2 | 187 nesR2 A4SESL FrEUFs Stabicns  [Zow 3| —
E]:][_] XASTIR - X Amateur Staten Tracking and Information Regerting @ gpsaraprs ]
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m VolP
m Echolink
m [RILP

= D-STAR
= DV
m Slow/High Speed Data
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-120 dBm 2748

SINAD
Z — DSTAR DV
< — 5kHz Analog
n
-122 dBm 12dB
SINAD
-70 -90 -110 -130

dBm
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m Portable Computer

m Terminal Node Controllers (TNC)
® 9600/1200 baud
= HF/PACTOR
= “Smart” or KISS
m APRS capable

m Expensive new

m Available used from time to time
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m Sound Card Interfaces

m [ess expensive, but requires software

m West Mountain Radio, Tigertronics, Home Brew

m D-Star

m BExpensive admission price

m Limited market penetration at this time
m Kenwood? Yaesu? Alinco? (different standards?)
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Hardware Options

Power Xmit Rev Con Sta Mail

- * e— R &

(YA
~ A
2

Consstal ChipgWaorks
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m Winlink 2000 Server Side
= RMS
= RMS Relay
® Linux RMS Gateway

m Winlink 2000 Client Side
m Airmail
m Paclink MP/AGW
m Outpost
® Dumb terminal

m Browser/Telnet
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Winlink 2000 System E”,ﬂl@jljij)l%& Mp

1
— | |
I

- « Redundant WL2K Central Server (CMS)

Telnet TN \ining
WL2K :  RMS Relay

(Telnet Server) i .

AX.25 Packet

(Pactor 1-3, AX.25 packet)

'\ osers  \aglink NP / Bigmail

Outlook Express User Client
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ZF AirMail - [Message Index]

2| File Edit View Message Tools Modules Window Help

D=9

=~ AirMail

=3 C:\Program files
-] Bulletin
-2 Inbox
El[:] Outbox

O

MINXM3WBY

$1PQ55VR5YLIMS

o b BB Y

To

SYSTEM
SYSTEM

NP2MN

FEE Z 9
via

HAM.Teln...
HAM.Teln...

User Notice

User Notice

1310
990 2008/01/:

2008/02/(

1|

|2 Messages, 1 Selected

[19:39:38utc 4
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EOutpost Packet Message Manager
File Edit Setup Tools Actions Help

Folder List

In Tray

Out Tray

Archive

Deleted
Msas

J | Type | From To BBS Subject Date/Time
WATPW-3  WT7EMD:.. WL2KS January 31, 2009 Dril 1/31/200918:10
AATCE WATFW-  WL2KS Re: January 31, 2003 Drill 1/31/2009 19:32

4|

(-

| 2 Items, 71 Total

Station ID: NS7C - TNC: WL2KS -- BBS: WL2KS

|00:08:39 | 165621
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¥ MVARES - Outlook Express =10l x|

]Hesdt\hewroolsumage ar
-.vﬂw&aX@. @3

Create Mail Reply Reply All ‘ Print Delete  Send/Recv

AL

Addresses

¥= MVARES

Eokders x [*]a] [From | subject | Received  © [
~~~~~ $& Applications 07 - {3 Scott Currie Membership Renewal 1/2/2009 3:29 PM

----- $E) Applications 08
----- $E Applications 09
..... $E) ARES

~~~~~ $E) Badges

..... $E) CERT

----- $E Meeting

..... B Net Checkins

..... {2 Receipts

..... $E Training Certs oo

S Family

{8 Friends

-8 Gizmo

=S Ham

.$A ARRL Instructor

= Qé: License Class

. S General Class 11,
.§B Tech Class 1/07
Qﬁ Tech Class 1/08

2l i J

|1 message(s), 0 unread | ™8 working Online | Z
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m Other Applications
® EM Comm Ops
= NBEMS
m D-Rats
m Ul-View
m Xastir

®m Ecom Scs
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® Middleware
» AGWPE
® Dmapper
m Paclink MP
m MixW
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m [.ack of Standardization or Direction

= No County or State Wide Digital Plan
® The Digital Network That Was, Is No More
m Software Is Difficult To Install/Set up

m Hardware Is Expensive (or doesn’ t exist)

m Skills Are Lacking

® Need smart folks to re-build and maintain
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8/24/2007 MN Packet (145.67 MHz) Status

This network MNCCC/MNDUL/FWD (01)
covers 75% of
the population
of Minmesota
§7/01
MNDSN Green-Single Frequency
—_— Grey- Dual Port

e

The wide area stations are ramning unmodified Kantronics (KPC/3/4 and KAM/DEN612) TNCs with
KA-Node®, open squelch, and watchdog timers at 1200 bps. We use Kantronics stock firmware.

Emergency Operations Centers, ARES/Red Cross/Salvation Amy emergency vans, etc. can ran almost

any TNC (Hardware or PC-soundcard) out of the box. There are no computers, TCP/P or Intemet links

on the backbone nodes to reduce complexity/cost and rule out virases/worms, unattended bulletin forwarding
congestion and Intemet distibuted denial of service attacks. The primary traffic is keyboard-keyboard “mstamt™
messaging, which requires less than 70 bits/second/asex.
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1 FlexNet

®m Converting

1 NetROM



T1ps For Developers

m Need a Simple Install Process

m Many users have no training/experience in digital
m Need A Simple Intuitive Ul
m Provide Good Documentation
m Plan For User Support

® Donate or Dollars?
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Oupost Packet Message Manager v2.2.0
Users Guide

Contents

1  ABOUT OUTPOST 1
WHAT 18 QUTPOST? 1

1

2

3

15  OuUTPOST FEATURES 4
16  THE OQUTPOST OPERATING ENVIRONMENT 6
17 WHAT QUTPOST DOES NOTDO 7

2 INSTALLATION 9
21 SYSTEM REQUIREMENTS 9
22  HASDWARE REQUIREMENTS 9
23  BBSREQUREMENTS 9
24  UPDATING TO OUTPOST 2.2 FROM OUTPOST 2.0 OR GREATER 9
25  UPGRADING TO OUTPOST 2.2 FROM OUTPOST 1.3 OR EARLIER 10
26  SOFTWARE INSTALLATION FROM AN INTERNET DOWNLOAD 10
27  CREATING AND USING AN INSTALLATION CD-ROM 10
28  CREATING AND USING INSTALLATION FLOPPY DISCS 1
29  OPERATING SYSTEM CONSIDERATIONS 12

3 GETTING STARTED 13
31  STATION LOGON WINDOW 13
32 THE MADY OUTPOST FORM 14
33 MENUS AND TOOLBARS 14
34  FOLDERS AND SHORTCUTS 17
35 MESSAGE LIST AREA 18
36  STATUSBAR 20
37  CUSTOMIZING THE DISPLAY. 21
38  GETTINGREADY TO SETUP OUTPOST 2

4  SETTINGUP YOUR INTERFACES 23
41  DEFINING THE INTERFACE TYPE 23
42 SERIAL PORT TNC SETUP 25
43 AGWPESETUR 30
44  TELNETSETUR 32
45 SELECTING A PREVICUSLY CONFIGURED INTERFACE 33
46  UPDATING A PREVIOUSLY CONFIGURED DEVICE 34
47  DEIFNING ANEW INTERFACE 34

5 SETTINGUP ABBS 35
51  BBSSETUPMENTS 35
52 CONFIGURING FOR KA-NODE/NETROM ACCESS 2
53  SELECTING A CONFIGURED BBS 4
54  SETINGUPANEWBBS 44
55  BBSREGISTRATION 45
56  BBSEXPERT USER MODE 45

6 OTHER FIRST-TIME SETUPS 17
61  SETTING UP APPLICATION FILE LOCATIONS 47
62  SETTING UP THE REPORT VALUES 49

7  WORKING WITH MESSAGES 51
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m A Reliable Network
= County Wide
m State Wide
m Links Out Of The Area

m A Common System To Exchange Information

m E-mail?
= Winlink 2K?
m Don’ t Rely On An Infrastructure

m But use one if it 1s available!
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= A High-speed RF Based Network
m E-Mail
m Web Applications
m DV/VolP
® Video/Image
m Mesh

m Part 97, Part 15, Both, or °°?

® Non Proprietary
m OS/Platform Independant
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Maple Valley ECC Packet/

Winlink Setup

Windows XP Home
Applications:
AGWPE-Pro

Chat Café (KCTKEY-11
RMS (KC7KEY-10)
Digiplex (KC7TKEY-9)
Qutpost

Ul-View (KC7TKEY)
Airmail

Hamachi (5.61.37.10)
AGWTerm

RMS Relay

| | ECC Ham Computer
' -E o
| =/ PACTOR |
| HF Radio | 8
Possible Future Expansion I
|
| | BBBP-B88
| — oo boc
| UHF Radio 9600 TNC oooo ooo
| 440.xxx | 0000 ooo
_______________ oooo ooo
oooo ooo
2 1
VHF Radio 1200 TNC
145030
Ethemet Hub
E A\
= -
P
1200] TNC VHF Radio
145.030
Field Laptops:
e« AGWPE-Pro
& Airmail
e Quipost
e« AGWTerm

Airmail
Qutpost
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Dig- | U | Air- | Cha Out- | RMS
Pg View m;i (:afet RMS post | Relay
TCP/IP [Fanan_

I e T

AGWPE e

Browser
E-mail client
AGWTerm

User Laptops at ECC:
AGWPE-Pro

» Connectionto ECC
LAN/Internet



® http://www.winlink.org

m Outpost
® http://www.outpostpm.org/

m NBEMS
® http://www.wlhkj.com/NBEMS/

m AGWPE
® http://www.sv2agw.com/ham/pepro.htm

®m Linux RMS Gateway
® http://groups.yahoo.com/group/LinuxRMS/

m D-Rats

m http://www.d-rats.com
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MicroRANS

Where do you want to QSO today?
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